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Attachments:


1. Overall Description:

RAN2 recently agreed to introduce PC5-RRC messages at least for unicast services in NR V2X Sidelink Communication. The PC5-RRC messages are used to exchange at least UE capability and AS-layer configuration on PC5 interface. RAN2 will further discuss details about need for additional information and exchange of PC5-RRC messages between two UEs in unicast. 

It seems worth noting that one-to-one PC5-RRC messages defined for NR sidelink unicast are new AS-level signalling over PC5. In LTE Sidelink, one-to-one PC5-RRC messages are not defined for V2X Communication or ProSe Communication.
RAN2 would like to ask questions shown below to SA3 for our work on PC5-RRC messages and procedures:

Q1: RAN2 would like to ask SA3 whether or not ciphering and integrity protection should be applied to PC5-RRC messages for NR V2X unicast Sidelink Communication

If SA3 decides to support protection of PC5-RRC messages, RAN2 assumes that PDCP layer of NR Sidelink interface performs protection of a PC5-RRC message.
Nokia comment: Integrity protection of RRC messages are mandatory in all scenarios, once AS security is established for the UE, so in V2X unicast case also integrity protection of PC5-RRC messages are mandatory.
Q2: RAN2 would like to ask SA3 whether or not protection of PC5-RRC messages is performed by PDCP layer of NR PC5 interface, if PC5-RRC messages are protected.

Based on the SA2 decision to proceed based on the ProSe security procedures in TS 33.303, RAN2 understand that the security association established by PC5-S can also protect the AS link layer, i.e. there may be no need for separate activation of security at the PC5-RRC layer. Thus, the security procedure defined by upper layer may also set up security for PC5-RRC message and user traffic simultaneously.
Nokia comment: If the PC5-RRC protection needs to be performed at the PDCP, the PC5 link has to be set up at the layer 2. If the sidelink is at the PDCP layer, then this is possible, but in the case of ProSe, the link was above the PDCP layer. Definitely if the PDCP layer link is supported, this is easier.
Q3: RAN2 would like to ask SA3 whether or not the security association established by PC5-S also protects the AS link layer on PC5 interface.

In the meantime, RAN2 is currently discussing whether PC5-RRC messages are initially exchanged between two UEs for unicast during PC5-S link setup, before upper layer security association, or after PC5-S link setup. Thus, we wonder if a PC5-RRC message carrying UE capability or AS configuration can be sent without protection e.g. for initial exchange of PC5-RRC messages. 
Nokia comment: It is better to send UE capability only after the security association. Even if UE Capability is exchanged temporarily before the security association, it must be exchanged after security association which needs to be taken in to account for further procedures.

Q4: RAN2 would like to ask SA3 whether or not the following PC5-RRC messages can be sent without protection before PC5 security association as in the answer for above Q1.

a) PC5-RRC message carrying UE Capability
b) PC5-RRC message carrying AS Configuration
Nokia Comment: For a) please see above. For b) SA3 need to study what is the content of the AS Configuration messages and AS Configuration is carried in which message 5, preferably this needs to be protected as well.
2. Actions:

To SA3 group

ACTION: 

RAN2 respectfully requests SA3 to take the above into account for their work and provide their answers to the above questions for NR V2X Sidelink Communication.
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